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Who am [?

“Will is an Information Security Analyst at a large financial services institution in
San Antonio. He has several years of professional experience in security

operations and is currently pursuing a graduate degree in cyber security from
UTSA.



What am | talking about?

Social Networks/Graphs
Social Engineering/Phishing
Browser Exploitation

Multiple routes to Game Over



Social Networks

e Social Network
o “anetwork of social interactions and personal relationships”
o A social structure represented as a graph with Individuals as nodes, Relationships as edges.
o Facebook

e Social Graphs
o Nodes - Individuals, Organizations
m & places, likes, etc.
o [Edges - Relationships, Interactions
o *Fields - Information about nodes. Names, birthdays, etc.

*https://developers.facebook.com/docs/graph-api/overview
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Social Graph Queries

e \Who listens to Spotify?
e Who is friends with X?
e \What do people who are friends with X listen to?

Very powerful for marketing, useful to us later. But first, bacon.
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Tools: Maltego

ABOUT PRODUCTS SERVICES QUOTES DOWNLOADS DOCs CONTACT

Maltego CE

Maltego CE is used by security professionals worldwide
and ships with Linux Kali out-the-box.

What is Maltego?

Maltego is an Interactive data mining tool that renders
directed graphs for link ana The tool Is used In
online investigations for finding relationships between
pleces of information from various sources located on
the Internet.

Maltego uses the idea of transforms to automate the

https://www.paterva.com/web7/buy/maltego-clients/maltego-ce.php



Tools: Maltego

“The focus of Maltego is analyzing real-world relationships between information
that is publically accessible on the Internet. This includes footprinting Internet
infrastructure as well as gathering information about the people and organisation
who own it.”

Maltego can be used to determine the relationships between the following entities:

People

Names

Email addresses

Aliases

Groups of people (social networks)
Companies

Organizations....
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Social Engineering

“Social engineering, in the context of information security, refers to psychological
manipulation of people into performing actions or divulging confidential
information. A type of confidence trick for the purpose of information gathering,
fraud, or system access...”



Social Engineering

e Pretext - Scenario to engage target in a manner that increases the chance
they will divulge information or perform actions that would be unlikely in
ordinary circumstances.

e |mpersonation

e Bait - enticement, relies on the curiosity or greed of the target.



Phishing

“Phishing is the attempt to acquire sensitive information such as usernames,
passwords, and credit card details (and sometimes, indirectly, money), often for
malicious reasons, by masquerading as a trustworthy entity in an electronic

communication.”

e Spear phishing



Phish - ho
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i. Click on the link below or copy and past the link into your browser.
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Copyright PayPal 1999-2015, All rights reserved.
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Phish - hook

WARMNING : Your account is reported fo have violated the policies that
are considered annoying or insulting Facebook users.system will
disable your account within 24 hours if you do not do the
reconfirmation.

Please confirm your facebook account below:

http://192.168.152.33/

Thanks,
The Facebook Security Team
Inc: Departemen 415 PO Box 10005 Palo Alto CA 94303

https://blog.threattrack.com/phishing-scam-spreads-via-facebook-pm/



Phish - landing
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Tools: payloads

Why limit ourselves to gathering credentials?

e Metasploit BrowserAutoPwn
o Use one of many common exploits to compromise browser/plugins

o browser hijack
o RAT install

e BeEF
o credential phish
o browser hijack
o & much more



Tools: pa
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Browser Exploits

e Some commonly used browser/plugin exploits (2010-2015)

CVE Name Software Version

CVE-2010-0188 PDF Libtiff / Lib Adobe PDF PDF <9.3.1

CVE-2011-3402 TrueType Font - Duqu Windows WIN XP-2008 via IE
CVE-2012-1889 XML Windows WIN XP-7, Srv2003-2008
CVE-2013-0025 SLayoutRun Use After Free Vulnerability IE IE 8

CVE-2013-0074 CVE-2013-

3896 Silverlight Double Dereference Silverlight Silverlight < 5.1.20913.0
CVE-2012-3993 Firefox COW XrayWrapper pollution Firefox FF<17, ESR 10.x before 10.0.8
CVE-2013-0422 JMB/MBEAN and Reflection API Java < Java 7u11

CVE-2013-0634 Buffer overflow via crafted SWF Flash SWF<10.3.183.51 (win)

CVE-2013-1347

IE UAF

IE

IE8




CVE Name Software Version
CVE-2013-2463 w click2play bypass. Java Raster Java Java < 7u21 - 6u45
CVE-2013-2465 Memory Corruption Java Java < 7u21 - 6u45
CVE-2013-2471 Java Raster Java Java < 7u21 - 6u45
CVE-2013-2551 IE VML Use-after-free vulnerability IE
CVE-2013-2883 Use after free, MutationObserver Chrome < 28.0.1500.95
CVE-2013-3897 memory corruption via crafted JavaScript code IE <11
CVE-2013-3918 IE InformationCardSigninHelper IE IE <10
CVE-2013-5329 on Flash 11.9.900.117 Memory Corruption Flash <11.7.700.252,<11.9.900.152
CVE-2013-7331 IE XMLDOM ActiveX information disclosure Windows <8.1

Use-after-free via JavaScript code, CMarkup, and the
CVE-2014-0322 onpropertychange attribute IE IE9.10
CVE-2013-1493 Java CMM Java Java < 7u15 - 6u41
CVE-2013-1710 Firefox CRMF Firefox FF < 23, ESR 17.x before 17.0.8
CVE-2013-2423 Java Type Java Java < Java7u17
CVE-2013-2424 JMX "insufficient class access checks" Java Java < 7u17 - 6u43, 5u41




CVE Name Software Version
CVE-2014-0569 Flash casi32 Flash <13.0.0.250, <15.0.0.189 (Win, OSX); <11.2.202.411 (Lin)
Use-after-free, CMarkup::IsConnected ToPrimaryMarkup

CVE-2014-1776 function IE <IE 11
CVE-2014-6332 IE "Unicorn", OleAut32 SafeArrayRedim Windows IE 3-11
CVE-2014-8439 invalid pointer dereference Flash <13.0.0.258, <15.0.0.239 (Win, OSX) ;<11.2.202.424 (Lin)

<13.0.0.252,14.x,15.0.0.223 (Win,0X); < 11.2.202.418 (Lin); +
CVE-2014-8440 memory corruption Flash A Air

<16.0.0.287, all < 14-15x, < 13.0.0.262 (winOS) , 11.2.202.438
CVE-2015-0310 memory randomization circumventon Flash (Lin)
CVE-2015-0311 Flash <16.0.0.287, all < 14-15x, < 13.0.0.262 (winOS)
CVE-2015-0313 Flash <13.0.0.269, 14.x, 15.x, <16.0.0.305; Linux <11.2.202.442
CVE-2015-0336 Flash <13.0.0.277, 14.x, 15.x, <17.0.0.134; Linux <11.2.202.451
CVE-2015-0359 Flash <13.0.0.281, 14.x- 17.x before 17.0.0.169

<11.7.700.261, 11.8.x-12.0.0.44 (Win, OSX); < 11.2.202.336
CVE-2014-0497 Integer underflow Flash (Lin)

<11.7.700.269, 11.8.x- 12.0.0.70(Win, OSX), < 11.2.202.341
CVE-2014-0502 Flash SharedObject double-free Flash (Lin) +

<11.7.700.279, < 11.8.x, <13.0.0.206 (Win, OSX); <
CVE-2014-0515 Flash Pixel Bender Flash 11.2.202.356 (Lin)

http://contagiodata.blogspot.com/




Exploit Rule Flow

Phish:

Exploit Kits, BeEF Autorun Rules Engine, MSF g .
p:/levilpage.evil !
Browser AutoPwn.

e Change behavior based on browser TR
T User-Agent: Mozilla/5.0 (compatible, . |Evil Page
characteristics MSIE 11, Windows NT 6.3; Trident/7.0; ” http://evilpage.evil
Flash exploit against Flash rv:11.0) like Gecko
plortag Flash 13.0.0.260 T Interrogate Plugins
IE exploit against IE Silverlight N/A http://evilpage.evillevil.js

Windows auth popup on Windows i L . 5;2“

Facebook popup if refered by Facebook Sample logic: - Silverlight

o O O O

IF EXISTS Flash

IF Flash < 13.0.0.262 Collect Plugin Data

THEN CVE-2015-0310 http://evilpage.evil/
ELSE IF EXISTS Silverlight Redirect
IF Silverlight < 5.1.20913.0 http:/fevilp s.evg'HCVE-
THEN CVE-2013-0074 )

ELSE
Credential_Phish




Multiple routes to Game Over

Social network targeted phishing and exploitation campaign.
Putting it all together:

1. OSINT - Open Source Intelligence Gathering

2. Establish Friend-of-Friend relationship (2nd degree)
3. Compromise Friend (1st degree)

4. Compromise Primary Target



Multiple routes to Game Over

Primary Target: Aragorn Il, the son of Arathorn
Il and Gilraen. King Elessar Telcontar (TA 2931
- FO 120), 26th King of Arnor, 35th King of
Gondor, High King of Gondor and Arnor
Reunited, The Dunadan, etc.

e Highly Secured Palantir Tower of
Ecthelion Network. Has Facebook.

e Tower Guard.

e FO~50

e “No New Friends”




Multiple routes to Game Over

OSINT - Open Source Intelligence Gathering

1.  Google search results, public records, public pages
2. “Public” pages (behind login page/ open of Social Network)

Fellowship members
Category page

& Edit |~ Talk @

The members of the Fellowship of the Ring (including all of the members of the Nine Walkers, and The members of the Fellowship's reinforcements

led by Berethor, Commander of the Soldiers of Minas Tirith.

Legolas Frodo Baggins

Y

Boromir Samwise Gamgee Peregrin Took




Multiple routes to Game Over

OSINT - Open Source Intelligence Gathering

1.  Google search results, public records, public pages
2. “Public” pages (behind login page/ open of Social Network)

Fellowship members
Category page

& Edit |~ Talk @

The members of the Fellowship of the Ring (including all of the members of the Nine Walkers, and The members of the Fellowship's reinforcements

led by Berethor, Commander of the Soldiers of Minas Tirith.

Frudo Baggins m.
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Expanded Graph
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Multiple routes to Game Over

Establish Friend-of-Friend relationship (2nd degree)
1. Create fake Facebook profile for a likely 3rd or 4th degree contact
OR
2. Invent a new 3rd or 4th degree contact
THEN

3. Send a friend request to the 2nd degree contact and insist legitimacy
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Multiple routes to Game Over

'i Peregrin "Pippin" Took Q

Compromise Friend (1st degree)

1. Explore Interests, Likes, Location

THEN

Peregrin "Pippin" Took
Public Figure

2. Craft phish to compromise credentials

Timeline About Photos Likes Videos

ABOUT > . Pereg

Hello, welcome to the #1 Pippin page on
Facebook. Check out the photo albums for classic | appreciate a I won't be taking any more "promo”
stills of everyone's favorite Hobbit! requests. It seems trite, at tms pomt

\\\\\\\\\\\
PHOTOS

The 2nd Breakfast ?"i'w.‘: i _.:

Community



Multiple routes to Game Over

Compromise Friend (1st degree) New Message

To: | Peregrin Took *

1. Explore Interests, Likes, Location

THEN

2. Craft phish to compromise credentials

Hey Pippin, just setting up my Facebook. Did
you see they have free 2nd Breakfast at the
Green Dragon in Shirely??7? http:fithe-green-
dragon.L-.'ebpagez.net.ffreebreakfast

i

| )




Multiple routes to Game Over

E3 Facebook | hn |

CO m p rnom |Se F rl en d ( 1 St d eg ree ) ' http://the-green-dragon.webpagez.net/freebreakfast

The Green Dragon

1. Explore Interests, Likes, Location

Free 2nd Breakfast _

w.
Login with Facebook-to Continue:

THEN

Facebook Login

2. Craft phish to compromise credentials

Email or Mobile
Phone:

Password:

[] Keep me logged in

(LRI M or Create an account on Facebook
orgot your password?




Multiple routes to Game Over

Compromise Primary Target

1. Review Primary Target information (friendship history)

. Pippin Took
TH EN Hey Aragorn remember that time in the Fellowship? of the Ring?
‘eah. That was pretty neat.

Anyway, here are some pictures from that trip!

2. Review Compromised 1st Degree private information A A

THEN

3. Craft spear phish to compromise Primary Target



Multiple routes to Game Over

Compromise Primary Target @ Phish:
Hi, Go to
http:/fevilpage.evil !

1. Review Primary Target information (friendship history)

Browser
User-Agent: Mozilla/5.0 tible, i
TH E N MSS?E 1g1fzr\:vind(;z\.nlasaNT Bsg?r#i)g;nt??.o; - Et‘trg:ll::\f:l:age.evil
v:11.0) like Gecko
Flash 13.0.0.260 Interrog_ate Flug_insl :
2. Review Compromised 1st Degree private information e b= e e
- Java
Sample logic: - Silverlight
THEN IF EXISTS Flash
IF Flash < 13.0.0.262 :
THEN CVE-20150310 ﬁﬁ;‘ﬁ:ﬁﬁ:gé"ee;“
3. Craft spear phish to compromise Primary Target e S i —

IF Silverlight < 5.1.20913.0 hitp:i
THEN CVE-2013-0074 20150310,

ELSE

Credential_Phish




Diamond Took

Faramir Took

Goldilocks Gardner

Peregrin Took

o

Rose Cotton

—_—

Samwise Gamgee

Iy

Frodo Gardner

A1

Elrohir

Elladan S

]

Estrella Bolger

Elanor Gardner

Elfwine
1. ¥
A

Lothiriel

1

o

Aragorn |l

.ir
Imrahil \ ‘I-‘i

Faramir




Game Over

GAME OVER, MAN

3(

i :l 1
N 4
JI l

The Lord of The Rings is property of The Tolkien Estate, images New Line Cinema, etc.
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Social Network Phishing
BSidesSATX 21 May 2016

Will Woodson, @wjwoodson, sec@williamwoodson.com



